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A - Central [-DEAS TDM server
networking (T1 ethernet)

A - 2 WInXP labs in the A.
French Bld

B — gt motorsports shop

C - personal student
computers in West Dorms

D-1Win XP lab in the ME BId
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PLM World 2004 presentation
» |I-DEAS 10m2

» TCEng 8.1.1.6

» NX Manager 2.0

Technical Track: Academia

Managing student projects in a collaborative
environment using Teamcenter Engineering

Wednesday, 4:00 PM
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ME4041

Interactive Computer Graphics and Computer-
alded Design

100+ students a year, senior elective

ME1770

Introduction to Engineering Graphics

324+ students a year, every engineering
freshman
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http://www.ecs.gatech.edu/courses/me4041.html

tdennis@cad.gatech.edu




\ AL AAAAE

http://www.ecs.gatech.edu/courses/me4041.html
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gt motorsports

Aboul GTMS Studenls Sponsors Contact

School of

W Mechanical ﬂeorgh 'l':farllz_-:;ua: of
Tam Ei’lgrr'lez’:rlnq Thl':h l"f‘l'-'.lll'll’-‘;}rjf‘.q

http://www.me.gatech.edu/gtmotorsports/
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Tech Successfully Flies Smarter Rotary Wing UAV
sponsored by the Defense Advanced Research Projects

Agency (DARPA) and the U.S. Air Force Research

L aboratory
http://www.gatech.edu/news-room/rel ease.php?d=515

MarsHuman Precursors
Analysis of Mars entry, descent, and landing systems
for robotic precursor missions that validate technology
for human exploration sponsored by NASA
http://pweb.ae.gatech.edu/labs/ssdl/
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Teamcenter Engineering 9 with NX Manager

for:
»|-DEAS
»NX3
»Solid Edge
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»\Windows 2000 Server with latest Patches
» TcEngineering 9.1.2
»Oracle 9.2.0.1.0

Security Guides
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Subject: Re: RQST00488855 ; IRC botted - 130.207.84.13

From: OIT Support <support@oit.gatech.edu>
Date: Mon, 20 Dec 2004 15:54:00 -0500 (EST)

The system using the IP address 130.207.84.13 appears to be
compromised. It appears to have contacted a non-GT host via
IRC and received instructions to do what looks like a DCOM
scan against the network. In addition, it may have been given
Instructions to download a few files.This happened this morning
at 09:17. The server was 69.64.34.124, IRC channel was
#slowa3r (system appears to have been forced to jump to other
channel names). Possible trojans downloaded (local path

unknown):
Itx.exe
jocker.exe GT Inf. rmation
ysbinstall 1000489 3.exe sty S LY

tdennis@cad.gatech.edu
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Some Ports that are blocked:

o tcp/udp 137-139: NetBIOS - used for Windows file shares & SAMBA drive mounts
 udp 161: SNMP - Simple Network Monitoring Protocol

o tcp/udp 445: Windows Secur e File Share - File sharing btw Win2k and Win XP
o tcp/udp 1433/1434: Microsoft SQL

o tcp/udp 1521: Oracle8i Listener

o tcp/udp 2049: SUNNFS- provides Sun drive mounts initialized on port 111
o tcp 4899: Radmin trojan

o tcp tcp/udp 27374 default subSeven - port commonly used for subSeven trojan

As part of itsinformation security mission, OIT Information Security has licensed I nternet
Scanner from Internet Security Systems. This tool allows us to scan any computer on the Georgia
Tech network for security vulnerabilities.
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TorewallFEiReyya

1. Firewall box
Fedora Core Release 2
Shorewall 1.4.2

2. TcEng server

3. Clients

tdennis@cad.gatech.edu




The following TCP and UDP ports were opened:
» 1521, 1526 - for Oracle to communicate

» 1527 - for TcEng to allow CAD data
exchanges

» 8080, 8181 - for the Apache webserver
» 3389 - for remote desktop

tdennis@cad.gatech.edu
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File Desktop Help
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TEAMCEMTER

Architecture

DesignCe
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Collakboratior

» Pazzword: EXXEtEs

uGs

Groug: I

Databaze: |§ [ercy daiabasej

1t Login | ® Cancel |0 UGE Corp.

The databaze iz not available - contact your systemns administratar

The databasze is not available - contact your systems adminiztrator ﬁ i
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|“*ATiny Personal Firewall - Opened Connections at localhost =10 x|
File Logs Settings Help

Application | Frotocol | Local Address | Femote Addrezs | State | Creation Time
CICALSEDS 25 RENBIN N &, EXE TCP all:1124 tceng: 1572 Connected Dut 26/4pr/2005 16:22
CICALSED 20REBEARINYORESD EXE TCFP all 1572 toceng: 1124 Connected In 2BA0pr/2005 16:22
ClCORACLEMORATMEINAGN TSRVE. EXE TCP all: 1061 hoeng: 1748 Connected Dut 2654pr/2005 14:30
CICORACLESORATMEINADE SHMP.EXE ER 130207 84131748 tzeng: 1061 Connected In 26A8pr/2005 14:30
CICAORACLESORASIMEINSORACLE EXE TCP all: 1064 boeng: 1521 Connected Out 264pr/2005 14:30
M ORACLESORAIIMEIMATNSLEMALEXE [FER: all 1521 toceng: 1064 Connected In 26/8pr/2005 14:30
CICATCENGS1 24BINSMANSCRIPT.EXE TCF al: 1030 licensel.cad.gatech.... Connected Out  2644pr/2005 14:30
TGS -DEASTIMONANOREIXE 28585PA5.1... TCP all: 3076 tceng: 1043 Connected In 26A8pr/2005 14:30
ClCUGSY-DEASTTIMONANVIREIRE 28585P45.1... TCP all: 3076 toeng: 1050 Connected In 26A8pr/2005 14:30
ClcIGSY-DEASTTIMONANVIREIXE 2655PE1.. TCP all: 3076 toeng: 1058 Connected In 26A8pr/2005 14:30
Clc UGSy -DEASTTIMONANVIREISE 285A5PYE.1.. TCP all: 3075 tboeng: 1057 Connected In 2B48pr/2005 14:30
ClcA UGS -DEAS TS ONANVIREIRE 28585P45.1.. TCP all: 1043 toeng: 3076 Connected Out 2624pr/2005 14:30
CICA UGS -DEAS 1M ONANVIREIRE 28545P45.1... TCP all: 1058 boeng: 3076 Connected Dut 2624pr/2005 14:30
UGS -DEASTIMIONANOREI-E 28585451, TCP all: 1063 toeng: 1075 Connected In 26/8pr/2005 14:30
CICsUGSS -DEASTISIONANOREBIE 28585PA5.1... TCP all: 1065 toeng: 3073 Connected Dut 26/4pr/2005 14:30
CICAUGSY-DEASTIMONANOREIXE 28585PA5.1... TCP all: 3073 toeng: 1065 Connected In 26A8pr/2005 14:30
ClCIGSY-DEASTTISONANVIRBIXE 28585P45.1.. TCP all: 1057 toeng: 3075 Connected Dut 26/4pr/2005 14:30
ClcIGSY-DEASTIMONANVIREIXE 26545PYE1.. TCP all: 1075 toeng: 1063 Connected Dut 264pr/2005 14:30
ClcUGSY-DEASTTMONANVIREISE 285a5P4E1.. TCP all: 1050 toeng: 3076 Connected Dut 264pr/2005 14:30
CSvSTEM ER 130207 84.13:139 boeng: 1087 Connected In 2648pr/2005 14:40
CI5vSTEM TCP 130,207 841231087 bceng:139 Connected Out 2624pr/2005 14:40

l | i
[TCP Listening: 0 [TCP Connected: 21 [UCP Listening: 0 [ [Total R speed: 0,04 [Total Tx speed: 0.04 4
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- http://windump.polito.it/

- “WinDump Is the porting to the Windows
platform of tcpdump, the most used network
sniffer/analyzer for UNIX. WinDump is fully
compatible with tcpdump and can be used to
watch and diagnose network traffic according
to various complex rules.”

tdennis@cad.gatech.edu



20:47:50.583897 IP 192.168.14.36.1129 > 192.168.14.2.1521:
20:47:50.584711 IP 192.168.14.2.1521 > 192.168.14.36.1129:
20:47:50.584768 IP 192.168.14.36.1129 > 192.168.14.2.1521:

20:47:50.688912 IP 192.168.14.36.1129 > 192.168.14.2.1521:
20:47:50.836921 IP 192.168.14.2.1521 > 192.168.14.36.1129:
20:47:50.837227 1P 192.168.14.36.1129 > 192.168.14.2.1521:
20:47:50.837998 IP 192.168.14.2.1521 > 192.168.14.36.1129:
20:47:50.839012 IP 192.168.14.2.1521 > 192.168.14.36.1129:
20:47:50.839038 IP 192.168.14.36.1129 >192.168.14.2.1521:

S 2584882954:2584882954(0)
S 2656678083:2656678083(0)
.ack 1 win 65535

P 1:254(253) ack 1 win 65535
P 1:65(64) ack 254 win 65282
F 254:254(0) ack 65 win 65471
. ack 255 win 65282

F 65:65(0) ack 255 win 65282

. ack 66 win 65471

20:47:50.849215 IP 192.168.14.36.1130 > 192.168.14.2.1236:
20:47:50.850125 IP 192.168.14.2.1236 > 192.168.14.36.1130:
20:47:50.850173 IP 192.168.14.36.1130 > 192.168.14.2.1236:
20:47:50.852706 IP 192.168.14.36.1130 > 192.168.14.2.1236:
20:47:50.856868 IP 192.168.14.2.1236 > 192.168.14.36.1130:
20:47:50.857082 IP 192.168.14.36.1130 > 192.168.14.2.1236:

20:47:50.939786 arp who-has 192.168.14.1 tell 192.168.14.2

20:47:50.861577 IP 192.168.14.2.1236 > 192.168.14.36.1130:

S 192294725:192294725(0)

S 2656789757:2656789757(0)
.ack 1 win 65535

P 1:254(253) ack 1 win 65535

P 1:33(32) ack 254 win 65282

P 254:397(143) ack 33 win 65503
P 33:160(127) ack 397 win 65139

80,1043,1050,1057,1058,1075, 1143, 1144,114

tdennis@cad.gatech.edu
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» Act as a “Personal Firewall” that allows
Internet access by application.

» Do content filtering:
» HTTP - better to use Squid for that.

» Email -- Install something like Postfix on your
firewall and integrate it with SpamAssassin and
Amavisd-new.

http://shorewall2.rettc.com/1.4/
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Oracle listens to port 1521 and then the process
forks a child off on a new port.

USE_SHARED SOCKET = TRUE

» Set it as a system environment variable (Control Panel
--> System)

» or in the registry at \\nkim\software\oracle\nomeO or
homel

Oracle Shared Server (formerly the Oracle Multi-
threaded Server (MTS))

tdennis@cad.gatech.edu
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» System administrator left

» Removed internal firewalls
» Rely on OIT and personal firewalls

Cisco PIX 500 Series Firewalls
: are security appliances applying
stateful inspection architecture.

tdennis@cad.gatech.edu
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A stateful firewall isableto hold in memory significant attributes of each
connection, from start to finish. These attributes, which are collectively
known as the state of the connection, may include such details the | P addresses
and ports involved in the connection and the sequence numbers of the packets
traversing the connection. The most CPU intensive checking is performed at
the time of setup of the connection. All packets after that (for that session)
are processed rapidly becauseit isssmple and fast to determine whether it
belongsto an existing, pre-screened session. Once the session has ended, its
entry in the state-table is discarded.

http://en.wikipedia.or g/wiki/Stateful firewall
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@ PLM World - Microsoft Internet Explorer E]@
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Just: because Hnu're paranoid, Joesn't mean ﬂ'm-ﬂrre NOT ot o gel you,

» Teamcenter Engineering 9 & NX Manager
“*Firewalls are a necessary evil!
“*Don’t fear Oracle

» NX3 & Solid Edge

Wish _fist
» Teamcenter Community
» Non-UGS CAD management

tdennis@cad.gatech.edu
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Tord Dennis

Research Engineer

College of Engineering

Georgia Institute of Technology
tdennis@cad.gatech.edu
404.894.7752

Technical Track: Academia
Managing student projectsin a
collaborative environment using
Teamcenter Engineering
Wednesday, 4.00 PM
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